In this paper, after reviewing the main points of image encryption and threshold function, we introduce the methods of chaotic image encryption based on pseudorandom bit padding that the bits be generated by the novel generalized threshold function (segmentation and selfsimilarity) methods. These methods decrease periodic effect of the ergodic dynamical systems in randomness of the chaotic image encryption. The essential idea of this paper is that given threshold functions of the ergodic dynamical systems. To evaluate the security of the cipher image of this scheme, the key space analysis, the correlation of two adjacent pixels and differential attack were performed. This scheme tries to improve the problem of failure of encryption such as small key space and level of security.
INTRODUCTION
In recent years, the cryptographic schemes schemes have suggested some new and efficient ways to develop secure image encryption [4] . These schemes have typical structure which performed the permutation and the diffusion stages, alternatively. However, most of algorithms be faced with some problems such as the lack of robustness and security. The random number generators are intransitive in cryptography for generation of cryptographic keys, allegorically, secret keys utilized in symmetric cryptosystems [1,2] and large numbers is intransitive in asymmetric cryptosystems [3, 5] , because of unpredictable, should better be generated randomly. In addition, random number generators in many cryptographic protocols, such as to create challenges, blinding values, Monte Carlo methods are used [6, 7, 8] . Also, the random number generators are used more in the diffusion functions of the image encryption for diffused pixels of plain image.
Random number generators can be classified into three classes which are pseudorandom number generators (PRNGs), true random number generators (TRNGs) and hybrid random number generators (HRNGs). PRNGs use deterministic processes to generate a series of outputs from an initial seed state [9, 10, 11] . TRNGs use of nondeterministic source (i.e., the entropy source), along with some processing function (i.e., the entropy distillation process) to generate the random bit sequence [1]. These sources consist of physical phenomena such as atmospheric noise, thermal noise, radioactive decay and even cointossing [12] . Many PRNGs using chaotic maps have been established. Most of them have very complex structures. In this paper, we propose a chaotic image encryption based on pseudorandom bit padding that the bits be generated by the novel generalized threshold function (segmentation and selfsimilarity) methods. The random bit sequences produced by this generator are evaluated using the 15 statistical tests recommended by U.S. NIST [1]. Experimental results show that this PRNG possess good uniformity and randomness properties. This paper is arranged as follows. In section 2, the properties of the threshold functions of ergodic dynamical systems are discussed. In section 3, we introduce the proposed random number generators and then discuss the uniformity and randomness of the bit sequences generated by the Proposed PRNG. In section 4, we propose chaotic encryption scheme based on pseudorandom bit padding and finally, in Section 5, we conclude the paper.
THRESHOLD FUNCTIONS OF ERGODIC DYNAMICAL SYSTEMS
One of the easiest and most widely algorithms for generating chaotic encryption scheme, used of the threshold function [13, 14] . Threshold function is a function that takes the value 0 if a specified function of the arguments exceeds a given threshold and 1 otherwise. To consider a one-dimensional chaotic system which is defined as follows: values. In the other hand, threshold function of ergodic dynamical system can be defined as follows:
where symbol of [] is the fractional part. With this way, randomness of the PRNG is increased, because, this method decreased periodic effect of the chaotic maps in randomness of the PRNG. With regard to the above contents, we can be redefined this method in two-dimension. For this purpose, to consider a two-dimensional chaotic system which is defined as follows: ,... 
and symbol of [] is the fractional part. 
The proposed PRNG based on selfsimilarity method
Self-similarity is the property that a substructure to be analogous or identical with an overall structure [18] . In the other words, a self-similar object behaves the same when viewed at different degrees of magnification, or different scales on a dimension (space or time) [18] . As we have mentioned, threshold function is a function that takes the value 0 if a specified function of the arguments exceeds a given threshold and 1 otherwise. In this method, first, to consider a one-dimensional chaotic system which is defined as follows: 
In the other hand, this interval using threshold function has property of self-similarity. Self-similarity in an interval is the property that a subinterval to be analogous or identical with an overall interval (see Fig. 2(b) ). In here, degree of Selfsimilarity is dependent to the number of above iterations, i.e. if the interval divided into k 2 boxes, degree of Selfsimilarity is k. In this case, the pseudorandom bit sequence
is defined as follows (see Fig.2 
With this method, randomness of this PRNG is higher than the previous PRNG, because, higher than the previous method, this method decreased periodic effect of the chaotic maps in randomness of the PRNG. With regard to the above contents, we can be redefined this method in two-dimension. For this purpose, to consider a two-dimensional chaotic system which is defined as follows: ,... 
THE PROPOSED ENCRYPTION SCHEME AND SECURITY ANALYSIS
In this section, we introduce the encryption scheme based on the proposed PRNGs and then their security is discussed.
Encryption scheme based on pseudorandom bit padding
In the proposed scheme, we create a method to encrypt the image using bits padding. To consider a gray scale image with the size of N M × × × × . The steps of the encryption are shown below:
pseudo-random number sequence using one of the proposed PRNGs.
•
Step 2: Transform the image into
Step 3: Perform the XOR operation between the image sequence and the pseudo-random bit sequence to form the cipher sequence.
Step 4: Transform the cipher sequence into image matrix I (ciphered image).
Step 5: Divide the matrix I into four parts, uniformly. Move the odd columns with the even columns between the two parts in the main diagonal and between the other two parts, respectively.
Step 6 
Analysis of security of the proposed encryption scheme
Security is a major intransitive of a cryptosystem. Here, a complete analysis is made on the security of the cryptosystem. We have tried to explain that this cipher image is sufficiently secure against various cryptographical attacks, as shown below:
Key space analysis
The Key space size is the total number of different keys that can be used in the encryption [21] . 
Correlation Coefficient analysis
The statistical analysis has been performed on the encrypted images from examples of A, B, C, D. This is shown by a test of the correlation between two adjacent pixels in plain image and encrypted image. We randomly select 2000 pairs of twoadjacent pixels (in vertical, horizontal, and diagonal direction) from plain images and ciphered images, and calculate the correlation coefficients, respectively by using the following two equations (see Table 2 and 
Differential attack
Attackers try to find out a relationship between the plain image and the cipher image, by studying how differences in an input can affect the resultant difference at the output in an attempt to derive the key [22] . Trying to make a slight change such as modifying one pixel of the plain image, attacker observes the change of the cipher image [22] . To test the influence of one pixel change on the whole encrypted image by the proposed scheme, two common measures are used: Number of Pixels Change Rate (NPCR) stands for the number of pixels change rate while, one pixel of plain image is changed. Unified Average Changing Intensity (UACI) measures the average intensity of differences between the plain image and ciphered image. The NPCR and The UACI, are used to test the influence of one pixel change on the whole image encrypted by the proposed scheme and can be defined as following: ) to find out the extent of change produced by one pixel change in the plain image (see Table 3 ). The results demonstrate that the proposed scheme can survive differential attack. 
CONCLUSION
We have proposed a chaotic encryption scheme based on pseudorandom bit padding that the bits be generated by the novel generalized threshold function (segmentation and selfsimilarity) methods. The security of the cipher images of this scheme is evaluated by the key space analysis, the correlation of two adjacent pixels and differential attack. The distributions of the ciphered images are very close to the uniform distribution, which can well protect the information of the image to withstand the statistical attack. We suggest the use of these methods to design other secure cryptosystems.
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